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To amend the Merchant Marine Act, 1936, to establish a program to ensure greater
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security for United States seaports, and for other purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the “Maritime
Transportation Security Act of 2002”.
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TITLE I—MARITIME TRANSPORTATION

SECURITY

SEC. 101. FINDINGS.

The Congress makes the following findings:

(1) There are 361 public ports in the United States that
are an integral part of our Nation’s commerce.

(2) United States ports handle over 95 percent of United
States overseas trade. The total volume of goods imported and
exported through ports is expected to more than double over
the next 20 years.

(3) The variety of trade and commerce carried out at ports
includes bulk cargo, containerized cargo, passenger transport
and tourism, and intermodal transportation systems that are
complex to secure.

(4) The United States is increasingly dependent on
imported energy for a substantial share of its energy supply,
and a disruption of that share of supply would seriously harm
consumers and our economy.

(5) The top 50 ports in the United States account for
about 90 percent of all the cargo tonnage. Twenty-five United
States ports account for 98 percent of all container shipments.
Cruise ships visiting foreign destinations embark from at least
16 ports. Ferries in the United States transport 113,000,000
passengers and 32,000,000 vehicles per year.

(6) Ports often are a major locus of Federal crime, including
dfug trafficking, cargo theft, and smuggling of contraband and
aliens.

(7) Ports are often very open and exposed and are suscep-
tible to large scale acts of terrorism that could cause a large
loss of life or economic disruption.

(8) Current inspection levels of containerized cargo are
insufficient to counter potential security risks. Technology is
currently not adequately deployed to allow for the nonintrusive
inspection of containerized cargo.

(9) The cruise ship industry poses a special risk from
a security perspective.

(10) Securing entry points and other areas of port facilities
and examining or inspecting containers would increase security
at United States ports.

(11) Biometric identification procedures for individuals
having access to secure areas in port facilities are important
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tools to deter and prevent port cargo crimes, smuggling, and
terrorist actions.

N (12) United States ports are international boundaries
that—

(A) are particularly vulnerable to breaches in security;

(B) may present weaknesses in the ability of the United
States to realize its national security objectives; and

(C) may serve as a vector or target for terrorist attacks
aimed at the United States.

(13) It is in the best interests of the United States—

(A) to have a free flow of interstate and foreign com-
merce and to ensure the efficient movement of cargo;

(B) to increase United States port security by estab-
lishing improving communication among law enforcement
officials responsible for port security;

(C) to formulate requirements for physical port secu-
rity, recognizing the different character and nature of
United States port facilities, and to require the establish-
ment of security programs at port facilities;

(D) to provide financial assistance to help the States
and the private sector to increase physical security of
United States ports;

(E) to invest in long-term technology to facilitate the
private sector development of technology that will assist
in the nonintrusive timely detection of crime or potential
crime at United States ports;

(F) to increase intelligence collection on cargo and
intermodal movements to address areas of potential threat
to safety and security; and

(G) to promote private sector procedures that provide
for in-transit visibility and support law enforcement efforts
directed at managing the security risks of cargo shipments.
(14) On April 27, 1999, the President established the Inter-

agency Commission on Crime and Security in United States
Ports to undertake a comprehensive study of the nature and
extent of the problem of crime in our ports, as well as the
ways in which governments at all levels are responding. The
Commission concluded that frequent crimes in ports include
drug smuggling, illegal car exports, fraud, and cargo theft.
Internal conspiracies are an issue at many ports and contribute
to Federal crime. Criminal organizations are exploiting weak
security at ports to commit a wide range of cargo crimes.
Intelligence and information sharing among law enforcement
agencies needs to be improved and coordinated at many ports.
A lack of minimum physical and personnel security standards
at ports and related facilities leaves many ports and port users
very vulnerable. Access to ports and operations within ports
is often uncontrolled. Security-related and detection-related
equipment, such as small boats, cameras, large-scale x-ray
machines, and vessel tracking devices, are lacking at many
ports.

(15) The International Maritime Organization and other
similar international organizations are currently developing a
new maritime security system that contains the essential ele-
ments for enhancing global maritime security. Therefore, it
is in the best interests of the United States to implement
new international instruments that establish such a system.
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SEC. 102. PORT SECURITY.

(a) IN GENERAL.—Title 46, United States Code, is amended
by adding at the end the following new subtitle:

“Subtitle VI—Miscellaneous
“Chap. Sec.
“T01. POrt SECUTILY ....oooviiiiiiiieiieeicee ettt ettt et eebeeseae e 70101
“CHAPTER 701—PORT SECURITY

“Sec.

“70101. Definitions.

“70102. United States facility and vessel vulnerability assessments.

“70103. Maritime transportation security plans.

“70104. Transportation security incident response.

“70105. Transportation security cards.

“70106. Maritime safety and security teams.

“70107. Grants.

“70108. Foreign port assessment.

“70109. Notifying foreigf(_n authorities.

“70110. Actions when foreign ports not maintaining effective antiterrorism meas-
ures.

“70111. Enhanced crewmember identification.

“70112. Maritime security advisory committees.

“70113. Maritime intelligence.

“70114. Automatic identification systems.

“70115. Long-range vessel tracking system.

“70116. Secure systems of transportation.

“70117. Civil penalty.

“§70101. Definitions

“For the purpose of this chapter:

“(1) The term ‘Area Maritime Transportation Security Plan’
means an Area Maritime Transportation Security Plan pre-
pared under section 70103(b).

“(2) The term ‘facility’ means any structure or facility of
any kind located in, on, under, or adjacent to any waters
subject to the jurisdiction of the United States.

“(3) The term ‘National Maritime Transportation Security
Plan’ means the National Maritime Transportation Security
Plan prepared and published under section 70103(a).

“(4) The term ‘owner or operator’ means—

“(A) in the case of a vessel, any person owning, oper-
ating, or chartering by demise, such vessel; and

“(B) in the case of a facility, any person owning, leasing,
or operating such facility.

“(5) The term ‘Secretary’ means the Secretary of the depart-
ment in which the Coast Guard is operating.

“6) The term ‘transportation security incident’ means a
security incident resulting in a significant loss of life, environ-
mental damage, transportation system disruption, or economic
disruption in a particular area.

“§70102. United States facility and vessel vulnerability
assessments

“(a) INITIAL ASSESSMENTS.—The Secretary shall conduct an
assessment of vessel types and United States facilities on or adja-
cent to the waters subject to the jurisdiction of the United States
to identify those vessel types and United States facilities that
pose a high risk of being involved in a transportation security
incident.

“(b) FACILITY AND VESSEL ASSESSMENTS.—(1) Based on the
information gathered under subsection (a) of this section, the Sec-
retary shall conduct a detailed vulnerability assessment of the
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facilities and vessels that may be involved in a transportation
security incident. The vulnerability assessment shall include the
following:

“(A) Identification and evaluation of critical assets and
infrastructures.

“(B) Identification of the threats to those assets and infra-
structures.

“(C) Identification of weaknesses in physical security, pas-
senger and cargo security, structural integrity, protection sys-
tems, procedural policies, communications systems, transpor-
tation infrastructure, utilities, contingency response, and other
areas as determined by the Secretary.

“(2) Upon completion of an assessment under this subsection
for a facility or vessel, the Secretary shall provide the owner or
operator with a copy of the vulnerability assessment for that facility
or vessel.

“(3) The Secretary shall update each vulnerability assessment
conducted under this section at least every 5 years.

“(4) In lieu of conducting a facility or vessel vulnerability assess-
ment under paragraph (1), the Secretary may accept an alternative
assessment conducted by or on behalf of the owner or operator
of the facility or vessel if the Secretary determines that the alter-
native assessment includes the matters required under paragraph

(D).

“§70103. Maritime transportation security plans

“(a) NATIONAL MARITIME TRANSPORTATION SECURITY PLAN.—
(1) The Secretary shall prepare a National Maritime Transportation
Security Plan for deterring and responding to a transportation
security incident.

“(2) The National Maritime Transportation Security Plan shall
provide for efficient, coordinated, and effective action to deter and
minimize damage from a transportation security incident, and shall
include the following:

“(A) Assignment of duties and responsibilities among Fed-
eral departments and agencies and coordination with State
and local governmental agencies.

“(B) Identification of security resources.

“(C) Procedures and techniques to be employed in deterring
a national transportation security incident.

“D) Establishment of procedures for the coordination of
activities of—

“(i) Coast Guard maritime security teams established
under this chapter; and

“(ii) Federal Maritime Security Coordinators required
under this chapter.

“(E) A system of surveillance and notice designed to safe-
guard against as well as ensure earliest possible notice of
a transportation security incident and imminent threats of
such a security incident to the appropriate State and Federal
agencies.

“(F) Establishment of criteria and procedures to ensure
immediate and effective Federal identification of a transpor-
tation security incident, or the substantial threat of such a
security incident.

“(G) Designation of—
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“(i) areas for which Area Maritime Transportation

Security Plans are required to be prepared under sub-

section (b); and

“(ii) a Coast Guard official who shall be the Federal

Maritime Security Coordinator for each such area.

“(H) A risk-based system for evaluating the potential for
violations of security zones designated by the Secretary on
the waters subject to the jurisdiction of the United States.

“I) A recognition of certified systems of intermodal
transportation.

“J) A plan for ensuring that the flow of cargo through
United States ports is reestablished as efficiently and quickly
as possible after a transportation security incident.

“(3) The Secretary shall, as the Secretary considers advisable,
revise or otherwise amend the National Maritime Transportation
Security Plan.

“(4) Actions by Federal agencies to deter and minimize damage
from a transportation security incident shall, to the greatest extent
possible, be in accordance with the National Maritime Transpor-
tation Security Plan.

“(5) The Secretary shall inform vessel and facility owners or
operators of the provisions in the National Transportation Security
Plan that the Secretary considers necessary for security purposes.

“(b) AREA MARITIME TRANSPORTATION SECURITY PLANS.—(1)
The Federal Maritime Security Coordinator designated under sub-
section (a)(2)(G) for an area shall—

“(A) submit to the Secretary an Area Maritime Transpor-
tation Security Plan for the area; and

“(B) solicit advice from the Area Security Advisory Com-
mittee required under this chapter, for the area to assure
preplanning of joint deterrence efforts, including appropriate
procedures for deterrence of a transportation security incident.
“(2) The Area Maritime Transportation Security Plan for an

area shall—

“(A) when implemented in conjunction with the National
Maritime Transportation Security Plan, be adequate to deter
a transportation security incident in or near the area to the
maximum extent practicable;

“(B) describe the area and infrastructure covered by the
plan, including the areas of population or special economic,
environmental, or national security importance that might be
damaged by a transportation security incident;

“(C) describe in detail how the plan is integrated with
other Area Maritime Transportation Security Plans, and with
facility security plans and vessel security plans under this
section;

“(D) include consultation and coordination with the Depart-
ment of Defense on matters relating to Department of Defense
facilities and vessels;

“(E) include any other information the Secretary requires;
and

“(F) be updated at least every 5 years by the Federal
Maritime Security Coordinator.

“(8) The Secretary shall—

“(A) review and approve Area Maritime Transportation
Security Plans under this subsection; and
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“(B) periodically review previously approved Area Maritime
Transportation Security Plans.

“(4) In security zones designated by the Secretary in each
Area Maritime Transportation Security Plan, the Secretary shall
consider—

“(A) the use of public/private partnerships to enforce secu-
rity within the security zones, shoreside protection alternatives,
and the environmental, public safety, and relative effectiveness
of such alternatives; and

“(B) technological means of enhancing the security zones
of port, territorial waters, and waterways of the United States.
“(c) VESSEL AND FACILITY SECURITY PrANs.—(1) Within 6

months after the prescription of interim final regulations on vessel
and facility security plans, an owner or operator of a vessel or
facility described in paragraph (2) shall prepare and submit to
the Secretary a security plan for the vessel or facility, for deterring
a tli)alnsportation security incident to the maximum extent prac-
ticable.

“(2) The vessels and facilities referred to in paragraph (1)—

“(A) except as provided in subparagraph (B), are vessels
and facilities that the Secretary believes may be involved in
a transportation security incident; and

“(B) do not include any vessel or facility owned or operated
by the Department of Defense.

“(8) A security plan required under this subsection shall—

“(A) be consistent with the requirements of the National
Maritime Transportation Security Plan and Area Maritime
Transportation Security Plans;

“(B) identify the qualified individual having full authority
to implement security actions, and require immediate commu-
nications between that individual and the appropriate Federal
official and the persons providing personnel and equipment
pursuant to subparagraph (C);

“(C) include provisions for—

“(i) establishing and maintaining physical security,
passenger and cargo security, and personnel security;

“(i1) establishing and controlling access to secure areas
of the vessel or facility;

“(iii) procedural security policies;

“(iv) communications systems; and

“(v) other security systems;

“D) identify, and ensure by contract or other means
approved by the Secretary, the availability of security measures
necessary to deter to the maximum extent practicable a
transportation security incident or a substantial threat of such
a security incident;

“(E) describe the training, periodic unannounced drills, and
security actions of persons on the vessel or at the facility,
to be carried out under the plan to deter to the maximum
extent practicable a transportation security incident, or a
substantial threat of such a security incident;

“(F) be updated at least every 5 years; and

“(G) be resubmitted for approval of each change to the
vessel or facility that may substantially affect the security
of the vessel or facility.

“(4) The Secretary shall—

“(A) promptly review each such plan;
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“(B) require amendments to any plan that does not meet
the requirements of this subsection;

“(C) approve any plan that meets the requirements of this
subsection; and

“(D) review each plan periodically thereafter.

“5) A vessel or facility for which a plan is required to be
submitted under this subsection may not operate after the end
of the 12-month period beginning on the date of the prescription
of interim final regulations on vessel and facility security plans,
unless—

“(A) the plan has been approved by the Secretary; and
“(B) the vessel or facility is operating in compliance with
the plan.

“6) Notwithstanding paragraph (5), the Secretary may
authorize a vessel or facility to operate without a security plan
approved under this subsection, until not later than 1 year after
the date of the submission to the Secretary of a plan for the
vessel or facility, if the owner or operator of the vessel or facility
certifies that the owner or operator has ensured by contract or
other means approved by the Secretary to deter to the maximum
extent practicable a transportation security incident or a substantial
threat of such a security incident.

“(7) The Secretary shall require each owner or operator of
a vessel or facility located within or adjacent to waters subject
to the jurisdiction of the United States to implement any necessary
interim security measures, including cargo security programs, to
deter to the maximum extent practicable a transportation security
incident until the security plan for that vessel or facility operator
is approved.

“(d) NONDISCLOSURE OF INFORMATION.—Notwithstanding any
other provision of law, information developed under this chapter
is not required to be disclosed to the public, including—

“(1) facility security plans, vessel security plans, and port
vulnerability assessments; and

“(2) other information related to security plans, procedures,
or programs for vessels or facilities authorized under this
chapter.

“§70104. Transportation security incident response

“(a) FACILITY AND VESSEL RESPONSE PLANS.—The Secretary
shall—
“(1) establish security incident response plans for vessels
and facilities that may be involved in a transportation security
incident; and
“(2) make those plans available to the Director of the
Federal Emergency Management Agency for inclusion in the
Director’s response plan for United States ports and waterways.
“(b) CONTENTS.—Response plans developed under subsection
(a) shall provide a comprehensive response to an emergency,
including notifying and coordinating with local, State, and Federal
authorities, including the Director of the Federal Emergency
Management Agency, securing the facility or vessel, and evacuating
facility and vessel personnel.

“(c) INCLUSION IN SECURITY PLAN.—A response plan required
under this subsection for a vessel or facility may be included in
the security plan prepared under section 70103(c).



PUBLIC LAW 107-295—NOV. 25, 2002 116 STAT. 2073

“§70105. Transportation security cards

“(a) PROHIBITION.—(1) The Secretary shall prescribe regulations Regulations.
to prevent an individual from entering an area of a vessel or
facility that is designated as a secure area by the Secretary for
purposes of a security plan for the vessel or facility that is approved
by the Secretary under section 70103 of this title unless the
individual—

“(A) holds a transportation security card issued under this
section and is authorized to be in the area in accordance with
the plan; or

“(B) is accompanied by another individual who holds a
transportation security card issued under this section and is
authorized to be in the area in accordance with the plan.
“(2) A person shall not admit an individual into such a secure

area unless the entry of the individual into the area is in compliance
with paragraph (1).

“(b) ISSUANCE OF CARDS.—(1) The Secretary shall issue a
biometric transportation security card to an individual specified
in paragraph (2), unless the Secretary decides that the individual
poses a security risk under subsection (¢) warranting denial of
the card.

“(2) This subsection applies to—

“(A) an individual allowed unescorted access to a secure
area designated in a vessel or facility security plan approved
under section 70103 of this title;

“(B) an individual issued a license, certificate of registry,
or merchant mariners document under part E of subtitle II
of this title;

“(C) a vessel pilot;

“(D) an individual engaged on a towing vessel that pushes,
pulls, or hauls alongside a tank vessel;

“(E) an individual with access to security sensitive informa-
tion as determined by the Secretary; and

“(F) other individuals engaged in port security activities
as determined by the Secretary.

“(c) DETERMINATION OF TERRORISM SECURITY RISK.—(1) An
individual may not be denied a transportation security card under
subsection (b) unless the Secretary determines that individual—

“(A) has been convicted within the preceding 7-year period
of a felony or found not guilty by reason of insanity of a
felony—

“(i) that the Secretary believes could cause the indi-
vidual to be a terrorism security risk to the United States;
or

“(i1) for causing a severe transportation security
incident;

“(B) has been released from incarceration within the pre-
ceding 5-year period for committing a felony described in
subparagraph (A);

“(C) may be denied admission to the United States or
removed from the United States under the Immigration and
Nationality Act (8 U.S.C. 1101 et seq.); or
5 “(D) otherwise poses a terrorism security risk to the United

tates.

“(2) The Secretary shall prescribe regulations that establish Regulations.
a waiver process for issuing a transportation security card to an
individual found to be otherwise ineligible for such a card under
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paragraph (1). In deciding to issue a card to such an individual,
the Secretary shall—

“(A) give consideration to the circumstances of any disquali-
fying act or offense, restitution made by the individual, Federal
and State mitigation remedies, and other factors from which
it may be concluded that the individual does not pose a ter-
rorism risk warranting denial of the card; and

“(B) issue a waiver to an individual without regard to
whether that individual would otherwise be disqualified if the
individual’s employer establishes alternate security arrange-
ments acceptable to the Secretary.

“(3) The Secretary shall establish an appeals process under
this section for individuals found to be ineligible for a transportation
security card that includes notice and an opportunity for a hearing.

“(4) Upon application, the Secretary may issue a transportation
security card to an individual if the Secretary has previously deter-
mined, under section 5103a of title 49, that the individual does
not pose a security risk.

“(d) BACKGROUND RECORDS CHECK.—(1) On request of the Sec-
retary, the Attorney General shall—

“(A) conduct a background records check regarding the
individual; and

“(B) upon completing the background records check, notify
the Secretary of the completion and results of the background
records check.

“(2) A background records check regarding an individual under
this subsection shall consist of the following:

“(A) A check of the relevant criminal history databases.

“(B) In the case of an alien, a check of the relevant data-
bases to determine the status of the alien under the immigra-
tion laws of the United States.

“(C) As appropriate, a check of the relevant international
databases or other appropriate means.

“(D) Review of any other national security-related informa-
tion or database identified by the Attorney General for purposes
of such a background records check.

“(e) RESTRICTIONS ON USE AND MAINTENANCE OF INFORMA-
TION.—(1) Information obtained by the Attorney General or the
Secretary under this section may not be made available to the
public, including the individual’s employer.

“(2) Any information constituting grounds for denial of a
transportation security card under this section shall be maintained
confidentially by the Secretary and may be used only for making
determinations under this section. The Secretary may share any
such information with other Federal law enforcement agencies.
An individual’s employer may only be informed of whether or not
the individual has been issued the card under this section.

“(f) DEFINITION.—In this section, the term ‘alien’ has the
meaning given the term in section 101(a)(3) of the Immigration
and Nationality Act (8 U.S.C. 1101(a)(3)).”.

“§70106. Maritime safety and security teams

“(a) IN GENERAL.—To enhance the domestic maritime security
capability of the United States, the Secretary shall establish such
maritime safety and security teams as are needed to safeguard
the public and protect vessels, harbors, ports, facilities, and cargo
in waters subject to the jurisdiction of the United States from
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destruction, loss or injury from crime, or sabotage due to terrorist
activity, and to respond to such activity in accordance with the
transportation security plans developed under section 70103.

“(b) MissioN.—Each maritime safety and security team shall
be trained, equipped, and capable of being employed to—

“(1) deter, protect against, and rapidly respond to threats
of maritime terrorism;

“(2) enforce moving or fixed safety or security zones estab-
lished pursuant to law;

“(3) conduct high speed intercepts;

“(4) board, search, and seize any article or thing on or
at, respectively, a vessel or facility found to present a risk
to the vessel or facility, or to a port;

“(5) rapidly deploy to supplement United States armed
forces domestically or overseas;

“(6) respond to criminal or terrorist acts within a port
so as to minimize, insofar as possible, the disruption caused
by such acts;

“(7) assist with facility vulnerability assessments required
under this chapter; and

“(8) carry out other security missions as are assigned to
it by the Secretary.

“(c) COORDINATION WITH OTHER AGENCIES.—To the maximum
extent feasible, each maritime safety and security team shall coordi-
nate its activities with other Federal, State, and local law enforce-
ment and emergency response agencies.

“§70107. Grants

“(a) IN GENERAL.—The Secretary of Transportation, acting
through the Maritime Administrator, shall establish a grant pro-
gram for making a fair and equitable allocation among port authori-
ties, facility operators, and State and local agencies required to
provide security services of funds to implement Area Maritime
Transportation Security Plans and facility security plans. The pro-
gram shall take into account national economic and strategic
defense considerations.

“(b) ELIGIBLE COSTS.—The following costs of funding the correc-
tion of Coast Guard identified vulnerabilities in port security and
ensuring compliance with Area Maritime Transportation Security
Plans and facility security plans are eligible to be funded:

“(1) Salary, benefits, overtime compensation, retirement
contributions, and other costs of additional Coast Guard man-
dated security personnel.

“(2) The cost of acquisition, operation, and maintenance
of security equipment or facilities to be used for security moni-
toring and recording, security gates and fencing, marine bar-
riers for designated security zones, security-related lighting
systems, remote surveillance, concealed video systems, security
vessels, and other security-related infrastructure or equipment
that contributes to the overall security of passengers, cargo,
or crewmembers.

“(3) The cost of screening equipment, including equipment
that detects weapons of mass destruction and conventional
explosives, and of testing and evaluating such equipment, to
certify secure systems of transportation.

“(4) The cost of conducting vulnerability assessments to
evaluate and make recommendations with respect to security.
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“(c) MATCHING REQUIREMENTS.—

“(1) 75-PERCENT FEDERAL FUNDING.—Except as provided
in paragraph (2), Federal funds for any eligible project under
this section shall not exceed 75 percent of the total cost of
such project.

“(2) EXCEPTIONS.—

“(A) SMALL PROJECTS.—There are no matching require-
ments for grants under subsection (a) for projects costing
not more than $25,000.

“(B) HIGHER LEVEL OF SUPPORT REQUIRED.—If the Sec-
retary of Transportation determines that a proposed project
merits support and cannot be undertaken without a higher
rate of Federal support, then the Secretary may approve
grants under this section with a matching requirement
other than that specified in paragraph (1).

“(d) COORDINATION AND COOPERATION AGREEMENTS.—The Sec-

retary of Transportation shall ensure that projects paid for, or
the costs of which are reimbursed, under this section within any
area or port are coordinated with other projects, and may require
cooperative agreements among users of the port and port facilities
with respect to projects funded under this section.

Regulations.

“(e) ADMINISTRATION.—

“(1) IN GENERAL.—The program shall require eligible port
authorities, facility operators, and State and local agencies
required to provide security services, to submit an application,
at such time, in such form, and containing such information
and assurances as the Secretary of Transportation may require,
and shall include appropriate application, review, and delivery
mechanisms.

“(2) MINIMUM STANDARDS FOR PAYMENT OR REIMBURSE-
MENT.—Each application for payment or reimbursement of
eligible costs shall include, at a minimum, the following:

“(A) A copy of the applicable Area Maritime Transpor-
tation Security Plan or facility security plan.

“(B) A comprehensive description of the need for the
project, and a statement of the project’s relationship to
the applicable Area Maritime Transportation Security Plan
or facility security plan.

“(C) A determination by the Captain of the Port that
the security project addresses or corrects Coast Guard
identified vulnerabilities in security and ensures compli-
ance with Area Maritime Transportation Security Plans
and facility security plans.

“(3) PROCEDURAL SAFEGUARDS.—The Secretary of Transpor-
tation shall by regulation establish appropriate accounting,
reporting, and review procedures to ensure that amounts paid
or reimbursed under this section are used for the purposes
for which they were made available, all expenditures are prop-
erly accounted for, and amounts not used for such purposes
and amounts not obligated or expended are recovered.

“(4) PROJECT APPROVAL REQUIRED.—The Secretary of
Transportation may approve an application for the payment
or reimbursement of costs under this section only if the Sec-
retary of Transportation is satisfied that—

“(A) the project is consistent with Coast Guard vulner-
ability assessments and ensures compliance with Area
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Maritime Transportation Security Plans and facility secu-

rity plans;

“(B) enough money is available to pay the project costs
that will not be reimbursed by the United States Govern-
ment under this section;

“(C) the project will be completed without unreasonable
delay; and

“(D) the recipient has authority to carry out the project
as proposed.

“(f) AUDITS AND EXAMINATIONS.—A recipient of amounts made
available under this section shall keep such records as the Secretary
of Transportation may require, and make them available for review
and audit by the Secretary of Transportation, the Comptroller Gen-
eral of the United States, or the Inspector General of the Depart-
ment of Transportation.

“(g) REPORTS ON SECURITY FUNDING AND COMPLIANCE.—

“(1) INITIAL REPORT.—Within 6 months after the date of
enactment of this Act, the Secretary of Transportation shall
transmit an unclassified report to the Senate Committee on
Commerce, Science, and Transportation and the House of Rep-
resentatives Committee on Transportation and Infrastructure,
that—

“(A) includes a funding proposal and rationale to fund
the correction of Coast Guard identified vulnerabilities in
port security and to help ensure compliance with Area
Maritime Transportation Security Plans and facility secu-
rity plans for fiscal years 2003 through 2008; and

“B) includes projected funding proposals for fiscal
years 2003 through 2008 for the following security pro-
grams:

“(1) The Sea Marshall program.

“(ii) The Automated Identification System and a
system of polling vessels on entry into United States
waters.

“(iii) The maritime intelligence requirements in
this Act.

“(iv) The issuance of transportation security cards
required by section 70105.

“(v) The program of certifying secure systems of
transportation.

“(2) OTHER EXPENDITURES.—The Secretary of Transpor-
tation shall, as part of the report required by paragraph (1)
report, in coordination with the Commissioner of Customs, on
projected expenditures of screening and detection equipment
and on cargo security programs over fiscal years 2003 through
2008.

“(3) ANNUAL REPORTS.—Annually, beginning 1 year after
transmittal of the report required by paragraph (1) until
October 1, 2009, the Secretary of Transportation shall transmit
an unclassified annual report to the Senate Committee on
Commerce, Science, and Transportation and the House of Rep-
resentatives Committee on Transportation and Infrastructure,
on progress in achieving compliance with the correction of
Coast Guard identified vulnerabilities in port security and
compliance with Area Maritime Transportation Security Plans
and facility security plans that—



116 STAT. 2078 PUBLIC LAW 107-295—NOV. 25, 2002

“(A) identifies any modifications necessary in funding
to ensure the correction of Coast Guard identified
vulnerabilities and ensure compliance with Area Maritime
Transportation Security Plans and facility security plans;

“B) includes an assessment of progress in imple-
menting the grant program established by subsection (a);

“(C) includes any recommendations the Secretary may
make to improve these programs; and

“(D) with respect to a port selected by the Secretary
of Transportation, describes progress and enhancements
of applicable Area Maritime Transportation Security Plans
and facility security plans and how the Maritime Transpor-
tation Security Act of 2002 has improved security at that
port.

“(h) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated to the Secretary of Transportation for each
of fiscal years 2003 through 2008 such sums as are necessary
to carry out subsections (a) through (g).

“(i) RESEARCH AND DEVELOPMENT GRANTS FOR PORT SECU-
RITY.—

“(1) AUTHORITY.—The Secretary of Transportation is
authorized to establish and administer a grant program for
the support of research and development of technologies that
can be used to secure the ports of the United States. The
Secretary may award grants under the program to national
laboratories, private nonprofit organizations, institutions of
higher education, and other entities. The Secretary shall estab-
lish competitive procedures for awarding grants under the pro-
gram and criteria for grant applications and eligibility.

“(2) USE orF FUNDS.—Grants awarded pursuant to para-
graph (1) shall be used to develop—

“(A) methods to increase the ability of the Customs
Service to inspect, or target for inspection, merchandise
carried on any vessel that will arrive or has arrived at
any port or place in the United States;

“B) equipment to accurately detect explosives, or
chemical and biological agents, that could be used to
commit terrorist acts against the United States;

“(C) equipment to accurately detect nuclear materials,
including scintillation-based detection equipment capable
of attachment to spreaders to signal the presence of nuclear
materials during the unloading of containers;

“(D) improved tags and seals designed for use on ship-
ping containers to track the transportation of the merchan-
dise in such containers, including ‘smart sensors’ that are
able to track a container throughout its entire supply chain,
detect hazardous and radioactive materials within that
container, and transmit such information to the appropriate
authorities at a remote location;

“(E) tools to mitigate the consequences of a terrorist
act at a port of the United States, including a network
of sensors to predict the dispersion of radiological, chemical,
or biological agents that might be intentionally or acciden-
tally released; or

“(F) applications to apply existing technologies from
other industries to increase overall port security.

“(3) ADMINISTRATIVE PROVISIONS.—
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“(A) NO DUPLICATION OF EFFORT.—Before making any
grant, the Secretary of Transportation shall coordinate with
other Federal agencies to ensure the grant will not be
used for research and development that is already being
conducted with Federal funding.

“(B) AcCCOUNTING.—The Secretary of Transportation Regulations.
shall by regulation establish accounting, reporting, and
review procedures to ensure that funds made available
under paragraph (1) are used for the purpose for which
they were made available, that all expenditures are prop-
erly accounted for, and that amounts not used for such
purposes and amounts not expended are recovered.

“(C) RECORDKEEPING.—Recipients of grants shall keep
all records related to expenditures and obligations of funds
provided under paragraph (1) and make them available
upon request to the Inspector General of the Department
of Transportation and the Secretary of Transportation for
audit and examination.

“(D) ANNUAL REVIEW AND REPORT.—The Inspector Gen-
eral of the Department of Transportation shall annually
review the program established under paragraph (1) to
ensure that the expenditures and obligations of funds are
consistent with the purposes for which they are provided
and report the findings to Congress.

“(4) AUTHORIZATION OF APPROPRIATIONS.—There is author-
ized to be appropriated $15,000,000 for each of the fiscal years
2003 through 2008 to carry out the provisions of this subsection.

“§70108. Foreign port assessment

“(a) IN GENERAL.—The Secretary shall assess the effectiveness
of the antiterrorism measures maintained at—
“(1) a foreign port—
“(A) served by vessels documented under chapter 121
of this title; or
“B) from which foreign vessels depart on a voyage
to the United States; and
“(2) any other foreign port the Secretary believes poses
a security risk to international maritime commerce.
“(b) PROCEDURES.—In conducting an assessment under sub-
section (a), the Secretary shall assess the effectiveness of—
“(1) screening of containerized and other cargo and baggage;
“(2) security measures to restrict access to cargo, vessels,
and dockside property to authorized personnel only;
“(3) additional security on board vessels;
“(4) licensing or certification of compliance with appropriate
security standards;
“(5) the security management program of the foreign port;
and
“(6) other appropriate measures to deter terrorism against
the United States.
“(c) CONSULTATION.—In carrying out this section, the Secretary
shall consult with—
“(1) the Secretary of Defense and the Secretary of State—
“(A) on the terrorist threat that exists in each country
involved; and
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“B) to identify foreign ports that pose a high risk
of introducing terrorism to international maritime com-
merce;

“(2) the Secretary of the Treasury;
“(3) appropriate authorities of foreign governments; and
“(4) operators of vessels.

“§70109. Notifying foreign authorities

“(a) IN GENERAL.—If the Secretary, after conducting an assess-
ment under section 70108, finds that a port in a foreign country
does not maintain effective antiterrorism measures, the Secretary
shall notify the appropriate authorities of the government of the
foreign country of the finding and recommend the steps necessary
to improve the antiterrorism measures in use at the port.

“(b) TRAINING PROGRAM.—The Secretary, in cooperation with
the Secretary of State, shall operate a port security training pro-
gram for ports in foreign countries that are found under section
70108 to lack effective antiterrorism measures.

“§70110. Actions when foreign ports not maintaining effec-
tive antiterrorism measures

“(a) IN GENERAL.—If the Secretary finds that a foreign port

does not maintain effective antiterrorism measures, the Secretary—

“(1) may prescribe conditions of entry into the United States

for any vessel arriving from that port, or any vessel carrying

cargo or passengers originating from or transshipped through
that port;

“(2) may deny entry into the United States to any vessel
that does not meet such conditions; and

“(3) sha